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The documentation for OMERO 5.6.4 is divided into three parts:

OMERQO Overview and CLI User Documentation introduces the user-facing client applications and how to get started,
details the CLI client, and indicates where users can access further help and support.

System Administrator Documentation includes instructions for installing and configuring an OMERO server and also
information on managing users and data, a task which full system administrators can now delegate to facility managers
or other trusted users using the new ‘restricted administrator’ role.

Developers can find more specific and technical information about OMERO in the Developer Documentation.
Additional online resources can be found at:

* Downloads

* Security Advisories

» User help website

¢ OME YouTube channel for tutorials and presentations

* Demo server - managed by the main OME team, providing the latest released versions of OMERO and plugins
for you to try out

OMERO API documentation - OmeroJava API, OmeroPy API, OmeroBlitz / Slice API

OMERO 5.6.4 uses the June 2016 schema of the OME Data Model. The CHANGELOGS page details the development
of OMERO functionality over time.

A summary of breaking changes and new features for 5.6.4 can be found on the pages below:
o What’s new for OMERO users
* What’s new for OMERO sysadmins
* What’s new for OMERO developers

The source code is hosted on Github. To propose changes and fix errors, go to the documentation repository, fork it,
edit the file contents and propose your file changes to the OME team using Pull Requests. Alternatively, click on “Edit
on GitHub” in the menu.
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CHAPTER
ONE

OMERO OVERVIEW AND CLI USER DOCUMENTATION

1.1 Introduction

OME Remote Objects (OMERO) is a modern client-server software platform for visualizing, managing, and annotating
scientific image data. OMERO lets you import and archive your images, annotate and tag them, record your experi-
mental protocols, and export images in a number of formats. It also allows you to collaborate with colleagues anywhere
in the world by creating user groups with different permission levels. OMERO consists of a Java server, several Java
client applications, as well as Python and C++ bindings and a Django-based web application.

The OMERO clients are cross-platform. To run on your computer they require Java 8 or higher to be installed. This
can easily be installed from https://java.com/ if it is not already included in your OS. The OMERO.insight client gets
all of its information from a remote OMERO.server — the location of which is specified at login. Since this connection
utilises a standard network connection, the client can be run anytime the user is connected to the internet.
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This documentation is for the OMERO 5 Platform. This version is designed to improve our handling of complex mul-
tidimensional datasets. It allows you to upload your files in their original format, preserving file names and any nested
directory structure in the server repository. For more technical information, please refer to the Developer Documen-
tation. You can read about the development of OMERO in the CHANGELOGS and the latest user-facing changes in
What’s new for OMERQO 5.6 for users.
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1.2 OMERO clients

1.2.1 OMERDO clients overview

Most laboratories use a number of different imaging platforms and thus require tools to manage, visualize and analyze
heterogeneous sets of image data recorded in a range of file formats. Ideally a single set of applications, running on a
user’s laptop or workstation, could access all sets of data, and provide easy-to-use access to this data.

OMERO ships as a server application called OMERO. server and a series of client applications (known simply as
clients): OMERO.web, OMERO. insight and OMERO. importer. All run on the major operating systems and provide im-
age visualization, management, and annotation to users from remote locations. With a large number of OMERO.server
installations worldwide, OMERO has been shown to be relatively easy to install and get running.

OMERO.insight and OMERO.importer are desktop applications written in Java and require Java 8 (or higher) to be
installed on the user’s computer (this can easily be installed from https://java.com/ if it is not already included in your
0OS).

Our user assistance help website provides a series of workflow-based guides to performing common actions in the client
applications, such as importing and viewing data, exporting images and using the measuring tool.

Our partners within the OME consortium are also producing new clients and modules for OMERO, integrating addi-
tional functionality, particularly for more complex image analysis. See the features pages for more details.

Features

Among many features, the noteworthy elements of the two main clients (OMERO.insight and OMERO.web) are:

» DataManager, a traditional tree-based view of the data hierarchies in an OMERO.server. DataManager supports
access to all image metadata, annotations, tags etc.

e ImageViewer, for visualization of 5D images (space, channel, time). The ImageViewer makes use of the
OMERO:.server’s Rendering Engine, and provides high-performance viewing of multi-dimensional images on
standard workstations (e.g. scrolling through space and time), without requiring installation of high-powered
graphics cards. Most importantly, image viewing at remote locations is enabled. Image rendering settings are
saved and chosen by user ID

* Working Area, for viewing, annotating, and manipulating large sets of image data

e user and group administration

OMERO.web

OMERO.web is a web-based client for users who wish to access their data in the browser. This offers a similar view
to the OMERO.insight desktop client. Figures OMERO.web user interface and OMERO.web image viewer present the
user interface. Developers can use the OMERQO.web framework to build customized views.

OMERO.web features almost all of the functionality of OMERO.insight barring import. A number of apps are available
to add functionality to OMERO.web, such as OMERO .figure and OMERO.iviewer. See the main website for a list of
released apps.

For more information and guides to using OMERO.web, see our help website.

4 Chapter 1. OMERO Overview and CLI User Documentation


https://java.com/
https://help.openmicroscopy.org/
https://www.openmicroscopy.org/omero/analyze
https://www.openmicroscopy.org/omero/figure/
https://www.openmicroscopy.org/omero/iviewer/
https://www.openmicroscopy.org/omero/apps/
https://www.openmicroscopy.org/omero/apps/
https://help.openmicroscopy.org/

OMERO, Release 5.6.5-SNAPSHOT-1

OMERO  Data History
Laws Lab Polly Stack

Explore  Tags | Shares

LR R L
Polly Stack
8 Nature Paper
BaFigure 1
P-TRE 17_R3D_D3D.dv

TRE 19_R3D_DAD.v
P-TRE 22 R3D_DAD_VOLdv
P-TRE 24_R3D_DAD.dv
P-TRE 25 R3D_DAD.dv
P-TRE 29 R3D_DAD.dv
P-TRE 30_R3D_DAD.dv
P-TRE 31.03_d3d
P-TRE 32.3_d3d
P-TRE 3313 d3d

8 Timelapse From JCB

8 Tutorial - FLIM Data 2

5 Resuts

5 Orphaned Images

*OMERO Data Hstoy Hep

Explore | Tags | Shares

EmE oy T @

. Polly Stack
8 Nature Paper
@ Figure 1

P-TRE 17_R3D_D3D.dv
P-TRE 19 R3D_D3D.dv
P-TRE 22 RID_D3D_VOLGY
P-TRE 24 R3D_D3D.dv
P-TRE 25 R3D D3D.dv
P-TRE 29 R3D D3D.dv
P-TRE 30_RID_D3D.dv
P-TRE 31.r3d dad
P-TRE 3234 dad
P-TRE 3330 dad

i Timelapse From JCB

8 Tutorial - FLIM Data

B Results

(B3 Orphaned Images

Filter Image

General | Acquisition | Proview

P-TRE_19_R3D_D3D.dv 7

imageiD: 2

Owner: Poly Stack showal [
Image Details -

collected with criical ilumination 7

Import Date:
Dimensions (XY): s12x512

Pixels Size (XY2) (um):
Z-sections/Timepoints:

o720, 820.0,8170 7
70! Count:

Tags »
Key-Value Pairs >
Attachments »
Ratings »
Comments >

Fig. 1: OMERO.web user interface

Filler Images

¥ Polly Stack
General | Acquisition | Preview
& (i [¢]ea

Full viewer

o § 1§ B .

XX

Viewing Options

Max tensity

Soit Chammel

Quality  Norma!
Zoom (%)
672
Line Plot

Rendering Details
Channels - Edit
5280

Grayscale
Rendering Settings
Copy | Paste

Z-sections

Interpolate €
Current Image
ZAAITAA

Scale bar
Image Information
Image Link
ROI Count: 0

<Prev  Next>

@ <

ient/img_detail/3/ Showal ¢

{tion .

{672007:2016 Glancoa Sofvwiars nc. All s eserved.

Timepoints

Fig. 2: OMERO.web image viewer

1.2. OMERO clients



OMERO, Release 5.6.5-SNAPSHOT-1

OMERO.insight

Note: With the release of OMERO 5.3.0, the OMERO.insight desktop client has entered maintenance mode, meaning
it will only be updated if a major bug is discovered. Instead, the OME team will be focusing on developing and extending
the web clients.

OMERO.insight provides a number of tools for accessing and using data in an OMERO server. Figures OMERO.insight
and OMERQ.insight ImageViewer and Measurement Tool present the user interface. To find out more, see the
OMERQO.insight user guides.
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Fig. 4: OMERO.insight ImageViewer and Measurement Tool

The two main additional features of OMERO.insight which are not available as yet for OMERO.web are:

* Measurement Tool, a sub-application of ImageViewer that enables size and intensity measurements of defined
regions-of-interest (ROIs)

* image import

Our user assistance help website features a number of workflow-based guides to importing, viewing, managing and
exporting your data using OMERO.insight.
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OMERO.importer

The OMERO.importer is part of the OMERO.insight client, but can also run as a stand-alone application. The
OMERO.importer allows the import of proprietary image data files from a filesystem accessed from the user’s com-
puter to a running OMERO server. This tool uses a standard file browser to select the image files for import into an
OMERO server.

The tool uses Bio-Formats for translation of proprietary file formats in preparation for upload to an OMERO.server.
Visit Supported Formats for a detailed list of supported formats.
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OMERO.cli
The CLI (Command Line Interface) is a set of Python-based system administration, deployment and advanced user

tools. Most of commands work remotely so that the CLI can be used as a client against an OMERO server. See
Command Line Interface as an OMERQO client for further information.

1.2.2 Command Line Interface as an OMERO client

The CLI is a set of Python based system-administration, deployment and advanced user tools. Most of commands work
remotely so that the CLI can be used as a client against an OMERO server.

Note: The end of Windows support for OMERO.server means that the CLI is unsupported on this platform too.

Installation

Note: The CLI is currently untested on Windows but may be supported in the future.

Since OMERO 5.6, only Python 3 is supported. We assume that you have already installed Python 3.6 or higher. You
can ensure that your python executable is correct with the python --version command.

1.2. OMERO clients 7
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We recommend installing client library omero-py and the CLI plugins in a Python virtual environment. You can create
one using either venv or conda (preferred). If you opt for Conda, you will need to install it first, see miniconda for
more details.

Note: On Ubuntu 20.09, you may need to install 1ibss1-dev before installing the CLI.

To install omero-py using conda (preferred):

conda create -n myenv -c conda-forge python=3.8 omero-py
conda activate myenv

Alternatively install omero-py using venv with Python 3.7 or higher:

python -m venv myenv
. myenv/bin/activate
pip install omero-py

The omero command is now available in the terminal where the environment has been activated:

omero login

If you install omero-py>=5.8.0 the CLI provides all functionalities except the import functionality.

The import functionality requires a supported version of Java, and some JARs which are automatically downloaded
the first time you do an import.

To install Java, go to OMERQO.server installation and select the walkthrough corresponding to your OS.

omero-py < 5.8.0

If you are using an older version of omero-py you must download the JARs manually and place them under the
OMERODIR directory:

1. download the OMERO.server zip from the Downloads page
2. unzip the zip file
3. set $OMERODIR to the unzipped directory:

export OMERODIR=/path/to/OMERO.server-x.x.x-ice36-bxx

The import functionality is now available:

omero import /path/to/image.tiff

8 Chapter 1. OMERO Overview and CLI User Documentation
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Overview

Command line help

The CLI is divided into several commands which may themselves contain subcommands. You can investigate the
various commands available using the -h or --help option:

$ omero -h

Again, you can use -h repeatedly to get more details on each of these sub-commands:

$ omero admin -h
$ omero admin start -h

The omero help command can be used to get info on other commands or options:

$ omero help admin # same as omero admin -h

In addition to the CLI commands which can be listed using omero help --1ist,omero help can be used to retrieve
information about the debug and env options:

$ omero help debug # display help about debugging options
$ omero help env # display help about environment variables
--all

Display the help for all available commands and options

--recursive

Recursively display the help of commands and/or options. This option can be used with either the omero help
command or the omero help --all option:

$ omero help --all --recursive
$ omero help user --recursive

--list

Display a list of all available commands and subcommands

Command line workflow

There are three ways to use the command line tools:

1. By explicitly logging in to the server first i.e. by creating a session using the omero login command, e.g.:

$ omero login username@servername:4064
Password:

During login, a session is created locally on disk and will remain active until you logout or it times out. You can
then call the desired command, e.g. the omero import command:

$ omero import image.tiff

2. By passing the session arguments directly to the desired command. Most commands support the same arguments
as omero login:

1.2. OMERO clients 9
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$ omero -s servername -u username -p 4064 import image.tiff
Password:

The --sudo option is available to all commands accepting connection arguments. For instance to import data
for user username:

$ omero import --sudo root -s servername -u username image.tiff
Password for owner:

3. By calling the desired command without login arguments. You will be asked to login:

§ omero import image.tiff
Server: [servername]
Username: [username]
Password:

Once you are done with your work, you can terminate the current session if you wish using the omero logout com-
mand:

$ omero logout

Visit Manage sessions to get a basic overview of how user sessions are managed.
See also:

Advanced import scenarios

In-place import

OMERQO.dropbox

Command Line Interface as an OMERQO client

Import images

The CLI import command allows you to import images to an OMERO.server from the command line, and is ideally
suited for anyone wanting to use a shell-scripted or web-based front-end interface for importing. Based upon the same
set of libraries as the standard importer, the command line version supports the same file formats and functions in much
the same way. Visit Supported Formats for a detailed list of supported formats.

Overview

Visit Overview to get a basic overview of the CLI.

Installation

Visit Installation to install the CLI.

10 Chapter 1. OMERO Overview and CLI User Documentation
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Import command

To import a file image. tif, use:

$ omero import image.tif

Some of the options available to the import command are:
-h, --help
Examples of options available to the import command,

-s SERVER, -p PORT, -U USERNAME, -g GROUPNAME

To avoid prompts for servername, port, username and group, use:

$ omero import -s SERVER -p PORT -u USER -g GROUP image.tif

-d DATASET_ID, -r SCREEN_ID, -T TARGET, --target TARGET

To import images into a Dataset:

$ omero import image.tif -d 2
$ omero import image.tif -T Dataset:id:2
$ omero import image.tif -T Dataset:name:Sample®1

See Import targets for more information on import targets.

—logprefix [LOGPREFIX] Directory or file prefix for —file and —errs —file [FILE] File for storing the standard
output from the Java process —errs [ERRS] File for storing the standard error from the Java process

--file FILE

File for storing the standard output from the Java process
--errs FILE

File for storing the standard error from the Java process
--logprefix DIR

Directory or file prefix for —file and —errs

--output TYPE

Set an alternative output style, for example:

$ omero import --output=yaml ...

Scanning folders prior to Import

-f
Display all the files that would be imported, then exit:

$ omero import -f image.tif
$ omero import -f images_folder

This will output a list of all the files which would be imported in groups separated by “#” comments. Note that
this usage does not require a running server to be available.

1.2. OMERO clients 11
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--depth DEPTH

Set the number of directories to scan down for files (default: 4):

$ omero import --depth 7 images_folder

The above example changes the depth to 7 folders.

Bulk import configuration

--bulk YAML_FILE

To import a number of images with a similar configuration:

$ omero import --bulk bulk.yml

See Bulk imports for more information on bulk imports.

Managing performance of imports

--skip SKIP

Specify optional step to skip during import.

The import of very large datasets like High-Content Screening data or SPIM data can be time and resource
consuming both at the client and at the server level. This option allows the disabling of some non-critical steps
and thus faster import of such datasets. The caveat associated with its usage is that some elements are no longer
generated at import time. Some of these elements, like thumbnails, will be generated at runtime during client
access. Available options that can be skipped are currently:

all Skip all optional steps described below
checksum Skip checksum calculation on image files before and after transfer

This option effectively sets the --checksum_algorithm to use a fast algorithm, File-Size-64, that
considers only file size, not the actual file contents.

minmax Skip calculation of the minima and maxima pixel values

This option will also skip the calculation of the pixels checksum. Recalculating minima and maxima pixel
values post-import is currently not supported. See Calculation of minima and maxima pixel values for more
information.

thumbnails Skip generation of thumbnails
Thumbnails will usually be generated when accessing the images post-import via the OMERO clients.
upgrade Skip upgrade check for Bio-Formats

Example of usage:

$ omero import large_image --skip all
$ omero import large_image --skip minmax

Multiple import steps can be skipped by supplying multiple arguments:

$ omero import large_image --skip checksum --skip minmax

12
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--parallel-fileset COUNT
Number of fileset candidates to import at the same time.
OMERO groups image files into Filesets. By default each fileset is imported one after another. This option
attempts import of COUNT filesets at once. Even for single-file filesets it typically makes sense to use this option

in conjunction with --parallel-upload so that upload of different filesets’ files may proceed in parallel. For
importing a single fileset containing many files this option will not help.

This is an experimental option. Too high a setting for COUNT may crash the import client or make the OMERO
server unresponsive. Carefully read Parallel import before use.

--parallel-upload COUNT
Number of file upload threads to run at the same time.
By default files are uploaded one after another. Once a fileset’s files are all on the server then it may com-
mence subsequent import steps. It typically makes sense to set this to a value of at least the value for

--parallel-fileset. Even if filesets are not imported in parallel this option can greatly speed the import
of a fileset that consists of many small files.

This is an experimental option. Too high a setting for COUNT may crash the import client or make the OMERO
server unresponsive. Carefully read Parallel import before use.

Checking performance

omero fs importtime finds out how long it took to import an existing fileset. Once the import is complete this
command can estimate the wall-clock time taken for separate phases of the import process. Output is limited to what
could be queried from the server easily. Specify the ID of a fileset to have its import time reported in a human-readable
format.

--cache

Once import time has been determined for the specified fileset, also cache that information by annotating the
fileset using a map annotation in the openmicroscopy.org/omero/import/metrics namespace. The cache
will be used for future reports of that fileset’s import time.

—--summary

This report covers multiple filesets so do not provide a fileset ID. All data previously cached by the --cache
option is queried then summarized in machine-readable CSV format.

Troubleshoot and report issues

--debug DEBUG

Set the debug level for the command line import output:

$ omero import images_folder --debug WARN

--report
Report emails to the OME team. This flag is mandatory for the --upload and --1ogs arguments.
--email EMAIL

Set the contact email to use when reporting errors. This argument should be used in conjunction with the omero
import --report and omero import --upload or omero import --logs arguments.

1.2. OMERO clients 13



OMERO, Release 5.6.5-SNAPSHOT-1

--upload

Upload broken files and log file (if any) with report

The following command would import a broken image and upload it together with the import log if available in
case of failure:

$ omero import broken_image --report --upload --email my.email@domain.com

--logs

Upload log file (if any) with report

The following command would import a broken image and upload only the import log if available in case of
failure:

$ omero import broken_image --report --logs --email my.email@domain.com

Advanced import commands

--java-help

Display the help for the Java options of the import command

Java options can be passed after --

$ omero import image.tif -- --name=test --description=TestDescription

The above command will import the image “image.tif”” with the name “test” into OMERO and with the OMERO
description property set to “TestDescription”. Visit Creating containers and annotations to get a basic overview
of how annotations can be created and linked to OMERO objects (object being an image, in this case).

--advanced-help

Display the advanced help for the import command, e.g.

$ omero import -- --advanced-help

Examples of usage,

To upload and remove the raw file from the local file-system after a successful import into OMERO, use:

$ omero import -- --transfer=upload_rm my_file.dv

As an OMERO administrator, to import images for other users, use:

$ omero login --sudo root -s servername -u username -g groupname
$ omero import image.tif

As an OMERO group owner, to import images for others, use:

$ omero login --sudo owner -s servername -u username -g groupname
$ omero import image.tif

Some advanced import options are described in the /n-place import section. Visit Manage sessions to get a basic
overview of how user sessions are managed.

14
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Command Line Importer

The CLI import plugin calls the ome.formats.importer.cli.CommandLineImporter Java class. The Linux
OMERO.importer also includes an importer-cli shell script allowing calls to the importer directly from Java. Using

importer-cli might look like this:

./importer-cli -s localhost -u user -w pass image.tif

To use the ome . formats.importer.cli.CommandLineImporter class from java on the command line you will also
need to include a classpath to the required support jars. Please inspect the importer-cli script for an example of how

to do this.

The Command Line Importer tool takes a number of mandatory and optional arguments to run. These options will also
be displayed on the command line by passing no arguments to the importer:

Import any number of files into an OMERO instance.
If "-" is the only path, a list of files or directories
is read from standard in. Directories will be searched for

all valid imports.

Session arguments:

Mandatory arguments for creating a session are 1- either the OMERO server hostname,
username and password or 2- the OMERO server hostname and a valid session key.

-s SERVER OMERO server hostname

-u USER OMERO username

-w PASSWORD OMERO password

-k KEY OMERO session key (UUID of an active session)
-p PORT OMERO server port (default: 4064)

Naming arguments:

All naming arguments are optional

-n NAME

-x DESCRIPTION

--name NAME

--description DESCRIPTION

Optional arguments:
-h
-f
-C
-1 READER_FILE
-d DATASET_ID
-r SCREEN_ID
-T TARGET
--report
--upload
—report. Required --report
--logs
- report
--email EMAIL
-.report
--debug LEVEL
--annotation-ns ANNOTATION_NS

Image or plate name to use
Image or plate description to use
Image or plate name to use
Image or plate description to use

Display this help and exit
Display the used files and exit
Continue importing after errors
Use the list of readers rather than the default
OMERO dataset ID to import image into
OMERO screen ID to import plate into
target for imports
Report errors to the OME team
Upload broken files and log file (if any) with.

Upload log file (if any) with report. Required --
Email for reported errors. Required --

Turn debug logging on (optional level)
Namespace to use for subsequent annotation

(continues on next page)
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(continued from previous page)

--annotation-text ANNOTATION_TEXT Content for a text annotation
--annotation-link ANNOTATION_LINK Comment annotation ID to link all images to
Examples:

importer-cli -s localhost -u user -w password -d 50 foo.tiff

importer-cli -s localhost -u user -w password -d Dataset:50 foo.tiff
importer-cli -f foo.tiff

importer-cli -s localhost -u username -w password -d 50 --debug ALL foo.tiff

@ A A A

For additional information, see:
https://docs.openmicroscopy.org/latest/omero/users/cli/import.html
Report bugs at https://www.openmicroscopy.org/forums

See also:

Advanced import scenarios
In-place import
OMERQO.dropbox

Command Line Interface as an OMERQO client

Import targets

The CLI import options -d or -r can be used to specify, respectively, the import target Dataset or Screen by ID. The
-T, --target option adds more ways of specifying the import target.

The general form of the target argument is:

<action or Class>[:<discriminator>]:<pattern>

where the discriminator is optional. Thus a target must contain one or two colons. Any further colons will be read as
part of the pattern. If the discriminator is omitted a default will be used depending on the action or Class. Currently
the following actions and classes are supported: Dataset, Screen and regex.

Importing to a Dataset or Screen

For Dataset and Screen the currently supported discriminators are name and id. If the discriminator is omitted the
default used is id. So:

$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Dataset:id:2
$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Dataset:2
$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -d 2

will all have the same effect of importing the image to the Dataset with ID 2.

The name discriminator can be used to select the target by name, and so:

$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Dataset:name:Sample®1

will import the image to the Dataset with name Sample(Q1. If more than one Dataset exists with the specified name the
most recently created will be used. If no Dataset exists with the specified name a new Dataset will be created for the
import.
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The choice of Dataset can be specified by adding a qualifying character to the discriminator: + to use the most recent,
- to use the oldest, % to only import if there is a unique target or @ to create a new container even if one with the correct
name already exists.

For example:

omero import ~/images/dv/SMN1Oul®@3_R3D_D3D.dv -T Dataset:+name:Samples
omero import ~/images/dv/SMN1O®ul®3_R3D_D3D.dv -T Dataset:-name:Samples
omero import ~/images/dv/SMN1Oul®3_R3D_D3D.dv -T Dataset:%name:Samples
omero import ~/images/dv/SMN1Oul®3_R3D_D3D.dv -T Dataset:@name:Samples

©r A A o

The first case is equivalent to the previous example, the most recent Dataset will be used. In the second case the oldest
Dataset will be used. In the third case the import should fail if multiple datasets with that name exist. In the first three
cases a new Dataset will be created if none exists. In the last case a new Dataset should be created even if one or more
already exist.

If the name contains spaces or other characters that cannot be used on the command line the pattern should be enclosed
in quotes:

$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Dataset:name:"New Dataset"

To import a plate to a Screen target the same syntax can be used as in all the examples above, for example:

$ omero import ~/images/bd-pathway/2015-12-01_000/ -T Screen:+name:Pathway

Importing to a Dataset inside a specific Project

To import an image into a Dataset contained in a specific Project, use:

$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Project:name:"Projl"/Dataset:name:
—"New Dataset"

The above command will create a new Project Proj1 and link the Dataset New Dataset to it, except in case a Project
named Projl already exists. Then, the Dataset named New Dataset will be linked to this existing Project.

Analogically, a new Dataset named New Dataset will be created for the import of the image and linked to the Project
Projl, except in case a Dataset New Dataset already exists. Then, the existing Dataset will be used for the import of
the image and linked to Project Proj1.

Note that New Dataset could have been linked prior to your import to some other Project (for example ProjP). In
such a case, the New Dataset will be linked both to ProjP and Proj1 after the import.

Importing using regular expressions

The local path of the file to be imported can be used to specify the target Dataset or Screen using a regular expression
using the action regex. For this action the only discriminator is name and if the discriminator is omitted the qualified
form of this +name will be used. The sequence (?<Containerl>.*?) is a named-capturing group used to specify the
Dataset or Screen name in the regular expression, the specific name Container1 must be used here. For example:

$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T "regex:*.*images/(?<Containerl>.*?)"

would use a Dataset with name being the path following images/, in this case dv.

The name discriminator can be explicitly used and, as in the previous section, also qualified:
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$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T "regex:+name:*.*images/(?<Containerl>.
EPY
$ om()ero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T "regex:-name:*.*images/(?<Containerl>.
RN "
$ om)ero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T "regex:%name:*.*images/(?<Containerl>.
IRTL
$ omiro import ~/images/dv/SMN1Oul®3_R3D_D3D.dv -T "regex:@name:*.*images/(?<Containerl>.
. )*?) mn

These each work in the same way as the previous Dataset examples.

In some cases the importable files may be in nested directories, this is often the case with plates and some multi-image
formats. A regular expression can be used to pick a higher level directory as the Screen or Dataset name. For example,
if several BD Pathway HCS files are under the following paths:

~/images/bd-pathway/week-1/2015-12-01_000/
~/images/bd-pathway/week-2/2015-12-09_000/
~/images/bd-pathway/week-2/2015-12-11_000/

and the intended Screens for the import are week-1 and week-2 then the following could be used:

$ omero import ~/images/bd-pathway/ -T "regex:+name:*.*bd-pathway/(?<Container1>[A/]*)/.*

1]
—

which would import one Plate into the Screen week-1 and two Plates into the Screen week-2, creating those Screens
if necessary.

A useful way of determining the nested structure to help in constructing regular expressions is the option -£f which
displays the used files but does not import them:

$ omero import -f ~/images/bd-pathway/week-1

2016-03-30 15:58:56,574 701 [ main] INFO ome. formats.importer.
—ImportCandidates - 59 file(s) parsed into 1 group(s) with 1 call(s) to setId in 92ms..
—(99ms total) [0 unknowns]

#
# Group: /Users/colin/images/bd-pathway/week-1/2009-05-01_000/Experiment.exp SPW: true.
—~Reader: loci.formats.in.BDReader
/Users/colin/images/bd-pathway/week-1/2009-05-01_000/Experiment.exp
/Users/colin/images/bd-pathway/week-1/2009-05-01_000/20X NA 075 Olympus Confocal.geo

}I:Jéers/colin/images/bd—pathway/week—1/20@9—05—@1_®®®/We11 D11/DsRed - Confocal - n®00000.
/TJ;:st/colin/images/bd—pathway/week—1/20@9—05—®l_®®®/We11 D11/DsRed - Confocal - n®00001.
/ﬁifs/colin/images/bd—pathway/week-1/20@9—05—@1_®®®/We11 D11/DsRed - Confocal - n®00002.
/lezlfs/colin/images/bd—pathway/week—1/2009—05—@1_®®®/We11 D11/Transmitted Light -.
—n0OO000. tif

which shows that all the files for one particular Plate from the example above are under:

/Users/colin/images/bd-pathway/week-1/2009-05-01_000/
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For more information on the regular expression syntax that can be used in templates see: java.util.regex.Pattern docu-
mentation.

Importing to targets across groups

Currently, in all the above cases the import target must be in the user’s current group for the import to succeed. It is
hoped that this limitation can be removed in a later version of OMERO. This is also pertinent if the target is likely to
be created as it will be created in the current group, which may not be the group intended.

If no group is specified by using the omero Iogin -goption as part of the import, the current group will be dependent
on the user’s login status:

* If the user is currently logged in then their current group will be the one they are logged in to.

* If the user is logged out but has active sessions then the most recent session will be used to connect and that will
determine the current group.

* If the user is logged out and has no active sessions then the current group will be their default group.

If the user knows which group the import target is in, or needs to be created in, then one of the following methods can
be used to ensure the target group is the current group for the import:

 Explicitly log in using the omero login -g option before running the import command:

$ omero login -g group_name
$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Dataset:2

Provide the omero login -g option as part of the import command:

$ omero import -g group_name ~/images/dv/SMN1Qul®3_R3D_D3D.dv -T Dataset:2

* Use omero sessions group to switch group before running the import command:

$ omero sessions group 51
$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Dataset:2

Use the omero login -k option to reconnect to an active session for the target group:

$ omero login -k c41a6f78-babe-4caf-aba3-a94378d5484c

$ omero import ~/images/dv/SMN10ul®3_R3D_D3D.dv -T Dataset:2

# or alternatively

$ omero import -k c41a6f78-babe-4caf-aba3-a94378d5484c ~/images/dv/SMN10ul®3_R3D_
—D3D.dv -T Dataset:2

The session ID can be found using the omero sessions list command.

For further information on the commands omero login and omero sessions see Manage sessions.

Note: The omero login -g option requires the group name as its argument, while the omero sessions group
subcommand uses either the group ID or the group name.

See also:
Advanced import scenarios
In-place import

OMERQO.dropbox
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Command Line Interface as an OMERQO client

Bulk imports

The CLI import option --bulk specifies a configuration file that can be used to perform a batch of imports with the
same or similar options. The file is written in a simple YAML syntax and can be named whatever you would like. It
does not need to be placed in the folder from which the OMERO commands are run.

A minimal YAML file might look like:

path: "my-files.txt"

Assuming that my-files. txt is a list of files such as

fileA
fileB
directoryC

this is equivalent to:

$ omero import -k --transfer=In_s fileA fileB directoryC

where the files fileA and fileB and all the files of directoryC will be imported.

Bulk-only options
Path

The path key specifies a file from which each individual line will be processed as a separate import. In the simplest
case, a single file is placed per line as above. For more complex usages, path can point to a tab-separated value (TSV)
or a comma-separate value (CSV) file where each field will be interpreted based on columns.

Columns

A fairly regular requirement in importing many files is that for each file a similar but slightly different configuration is
needed. This can be accomplished with the columns key. It specifies how each of the separated fields of the path file
should be interpreted.

For example, a bulk.yml file specifying:

path: "files.tsv"
columns:

- name

- path

along with a files. tsv of the form:

import-1 fileA
import-2 fileB

would match the two calls:
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$ omero import --name import-1 fileA
§ omero import --name import-2 fileB

but in a single call. The same could be achieved with this CSV file:

import-1,fileA
import-2,fileB

Other options like target can also be added as a separate field:

Dataset:name:training-set import-1 fileA
Dataset:name:training-set  import-2 fileB
Dataset:name:test-set-001 import-3 fileC

by defining columns in your bulk.yml as:

columns:
- target
- name
- path

which will create the named datasets if they do not exist. See /mport targets for more information on import targets
and see below for more examples of options you can use.

Include

The include key specifies another bulk YAML file that should be included in the current processing. For example, if
there is a global configuration file omero-imports.yml that all users should use, such as:

checksum_algorithm: "File-Size-64"
exclude: "clientpath"
transfer: "ln_s"

then users can make use of this configuration by adding the following line to their bulk.yml file:

include: /etc/omero-imports.yml

Dry_run

The dry_run key can either be set to true in which case no import will occur, and only the potential actions will
be shown, or additionally it can be set to a file path of the form my_import_%s.sh where %s will be replaced by an
number and a file with the given name will be written out. Each of these scripts can then be used independently.
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Other options

Otherwise, all the regular options from the CLI are available for configuration via --bulk:
* checksum_algorithm for faster processing of large files
* continue for processing all files even if one errors
» exclude for skipping files that have already been imported
e parallel_fileset for concurrent imports
e parallel_upload for concurrent uploads
* target for placing imported images into specific containers
* transfer for alternative methods of shipping files to the server

See Import images for more information.

Export images

The CLI export command allows you to export data in XML and OME-TIFF formats from an OMERO.server using
the command line.

Overview

Visit Overview to get a basic overview of the CLI.

Installation

Visit Installation to install the CLI.

Export command

Currently the export command only supports OME-TIFF, respectively XML.

To export an image as OME-TIFF as file image.tif, use:

$ omero export --file image.tif Image:<id>

To export its metadata as file image.xml, use:

$ omero export --file image.xml --type XML Image:<id>

Some of the options available to the export command are:

--iterate Dataset:<id>

Iterate over an object and write individual objects to the directory named by —file (EXPERIMENTAL, the only
supported object is Dataset:<id>)

$ omero export —file output-dir —iterate Dataset:<id>
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Manage sessions

The omero sessions plugin manage user sessions stored locally on disk. Several sessions can be active simultane-
ously, but only one will be used for a single invocation of omero:

$ omero sessions -h

Login

The omero login command is a shortcut for the omero sessions login subcommand which creates a connection
to the server. If no argument is specified, the interface will ask for the connection credentials:

$ omero login

Previously logged in to localhost:4064 as root
Server: [localhost:4064]

Username: [root]

Password:

Some of the options available to the omero login command are:

connection
Pass a connection string under the form [USER@] SERVER[ : PORT] to instantiate a connection:

$ omero login username@servername
Password:

$ omero login username@servername: 14064
Password:

-s SERVER, --server SERVER
Set the name of the server to connect to:

$ omero login -s servername
Username: [username]

-u USER, --user USER

Set the name of the user to connect as:

$ omero login -u username -s servername
Password:

-p PORT, --port PORT
Set the port to use for connection. Default: 4064:

$ omero login -u username -s servername -p 14064
Password:

-g GROUP, --group GROUP

Set the group to use for initalizing a connection:

$ omero login -u username -s servername -g my_group
Password:
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-k KEY, --key KEY

Use a valid session key to join an existing connection.

This option only requires a server argument:

$ omero login servername -k 22fccb8b-d04c-49ec-9d52-116a163728ca

-w PASSWORD, --password PASSWORD

Set the password to use for the connection. Since 5.4.1, the password can be set using the OMERO_PASSWORD
environment variable. The variable will be ignored if -w or --password is used.

--sudo ADMINUSER|GROUPOWNER

Create a connection as another user.

The sudo functionality is available to administrators as well as group owners

$ omero login --sudo root -s servername -u username -g groupname
Password for root:
$ omero login --sudo owner -s servername -u username -g groupname
Password for owner:

Multiple sessions

Stored sessions can be listed using the omero sessions list command:

$ omero sessions list
Server | User | Group | Session | Active | o
—Started

—Fri Nov 23 14:55:25 2012

localhost | root | system | 1£800a16-1dc2-407a-8a85-fb44005306be | True | o
—Fri Nov 23 14:55:18 2012
(2 rows)

Session keys can then be reused to switch between stored sessions using the omero login -k option:

$ omero sessions login -k 22fccb8b-d04c-49ec-9d52-116al163728ca

Server: [localhost]

Joined session 1f800al6-1dc2-407a-8a85-fbh44005306be (root@localhost:4064).
$ omero sessions list

Server | User | Group | Session | Active | o
—Started

——————————— b -
localhost | test | read-annotate-2 | 22fccb8b-d0®4c-49ec-9d52-116a163728ca | True | o
—Fri Nov 23 14:55:25 2012

localhost | root | system | 1£f800a16-1dc2-407a-8a85-fb44005306be | Logged in |.
—Fri Nov 23 14:55:18 2012

(2 rows)
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Sessions directory

By default sessions are saved locally on disk under the OMERO user directory located at ~/omero/sessions. The
location of the current session file can be retrieved using the omero sessions file command:

$ omero sessions file
/Users/ome/omero/sessions/localhost/root/aec828e1-79bf-41£f3-91e6-ad4ac76fflcd5

To customize the OMERO user directory, use the OMERO_USERDIR environment variable:

$ export OMERO_USERDIR=/tmp/omero_dir

$ omero login root@localhost:4064 -w omero

Created session bf7b9fee-5e3f-40fa-94a6-1e23ceb43dbd (root@localhost:4064). Idle.
—timeout: 10.0 min. Current group: system

$ omero sessions file
/tmp/omero_dir/omero/sessions/localhost/root/bf7b9fee-5e3f-40fa-94a6-1e23ceb43dbd

$ omero logout

If you want to use a custom directory for sessions exclusively, use the OMERO_SESSIONDIR environment variable:

$ export OMERO_SESSIONDIR=/tmp/my_sessions

$ omero login root@localhost:4064 -w omero

Created session bf7b9fee-5e3f-40fa-94a6-1e23ceb43dbd (root@localhost:4064). Idle.
—timeout: 10.0 min. Current group: system

§ omero sessions file
/tmp/my_sessions/localhost/root/bf7b9fee-5e3f-40fa-94a6-1e23ceb43dbd

$ omero logout

Note: The OMERO_SESSION_DIR environment variable introduced in 5.1.0 to specify a custom sessions directory is
deprecated in 5.1.1 and above in favor of OMERO_SESSIONDIR.

If you have been using OMERO_SESSION_DIR and want to upgrade your custom sessions directory without losing locally
stored sessions:

* either set OMERO_SESSTIONDIR to point at the same location as OMERO_SESSION_DIR/omero/sessions

* or move all local sessions stored under the OMERO_SESSION_DIR/omero/sessions directory under the
OMERO_SESSION_DIR directory and replace OMERO_SESSION_DIR by OMERO_SESSIONDIR.

Switching current group

The sessions group command can be used to switch the group of your current session:

$ omero group list # list your groups
$ omero sessions group 2 # switch to group by ID or Name
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Creating containers and annotations
The omero obj command allows users to create and update OMERO objects. A complete Glossary of all OMERO
Model Objects is available for reference.

This command can be used to create containers, i.e. projects, datasets, screens and folders. It can also be used to
create annotations, and, combined with the omero upload command, file annotations. These annotations can then
be attached to containers or imported images and plates. This page gives a few examples of some simple but fairly
common workflows.

Creating containers

Create a dataset with a name:

$ omero obj new Dataset name=NewDVSet
Dataset:51

And then update that dataset to add a description:

$ omero obj update Dataset:51 description='A dataset for new DV images'
Dataset:51

Create a screen with a name and description:

$ omero obj new Screen name=Screen®01 description='A short description'

To create a project/dataset hierarchy a link must be created between the two containers:

$ omero obj new Project name=NewImages

Project:101

$ omero obj new ProjectDatasetLink parent=Project:101 child=Dataset:51
ProjectDatasetLink:221

If you are comfortable using the command line then you can capture the command outputs to feed in to other commands,
for example:

$ dataset=$(omero obj new Dataset name=dataset-1)

$ project=$(omero obj new Project name=project-1)

$ omero obj new ProjectDatasetLink parent=$project child=$dataset
ProjectDatasetLink:222

Creating and attaching annotations

Create a comment annotation and attach it to a dataset:

$ omero obj new CommentAnnotation textValue='Hello World!'

CommentAnnotation:2

$ omero obj new DatasetAnnotationLink parent=Dataset:51 child=CommentAnnotation:2
DatasetAnnotationLink:2

Upload a file and then use it as file annotation on an image:
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$ omero upload analysis.csv

OriginalFile:275

$ omero obj new FileAnnotation file=OriginalFile:275

FileAnnotation:5

$ omero obj new ImageAnnotationlLink parent=Image:51 child=FileAnnotation:5
ImageAnnotationLink:2

Manage tags

The omero tag subcommands manage the creation, linking and listing of tag annotations. All subcommands can be
listed using the -h option:

$ omero tag -h

Create tags

To create a new tag annotation, use the omero tag create command:

$ omero tag create
Please enter a name for this tag: my_tag

To create a tag set containing two existing tags of known identifiers 1259 and 1260, use the omero tag createset
command:

$ omero tag createset --tag 1259 1260
Please enter a name for this tag set: my_tag_set

For both tags and tag sets, the name and an optional description can be passed using the --name and --desc options:

$ omero tag create --name my_tag --desc 'description of my_tag'
$ omero tag createset --tag 1259 1260 --name my_tag_set --desc 'description of my_tag_set

v
—

List tags

To list all the tags owned by the current user, use the omero tag list command:

§ omero tag list

+- 1261: 'my_tag_set'
I\

| +- 1259:'my_tag'

| +- 1260:'my_tag_2'
+- 1264:'my_tag_set_2'
I\

| +- 1260: 'my_tag_2'

| +- 1263:'my_tag_4'

Orphaned tags:
> 1262:'my_tag_3'
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To list all the tag sets owned by the current user, use the omero tag listsets command:

$ omero tag listsets

ID | Name

________ [ =
1261 |my_tag_set

1264 |my_tag_set_2

________ | = o o oo
Link tags

Tags can be linked to objects on the server using the omero tag link command. The object must be specified as
object_type:object_id. To link the tag of identifier 1260 to the Image of identifier 1000, use:

$ omero tag link Image:1000 1260

Delete tags

Tags can be deleted using the omero delete command. The tag or tag set must be specified as
TagAnnotation:tag_id. To delete tag 123 use:

$ omero delete TagAnnotation:123

By default the tags within a tag set will not be deleted with the tag set. To delete any included tags use the omero
delete --include option:

$ omero delete TagAnnotation:123 --include TagAnnotation

See also:

Deleting objects

Deleting objects

The omero delete command deletes objects. Further help is available using the -h option:

$ omero delete -h

This command will remove entire graphs of objects based on the IDs of the topmost objects. The command can be
modified to include the deletion of objects that would, by default, be excluded or exclude objects that would, by default,
be included using the omero delete --include and omero delete --exclude options.

Additionally, objects of the three annotation types, FileAnnotation, TagAnnotation and TermAnnotation are not deleted
by default when the objects to which they are linked are deleted.

It is also possible to delete objects lower in the hierarchy by specifying the type and ID of a topmost object and the type
of the lower object. For instance, deleting all of the images under a given project.
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By default the command confirms the deletion of the target objects but it can also provide a detailed report of all
the deleted objects via an omero delete --report option. An omero delete --dry-run option can be used to
report on what objects would be deleted without actually deleting them.

Examples

Basic delete

§ omero delete OriginalFile:101
$ omero delete Project:51

In the first line, the original file with ID 101 will be deleted. In the second, the project with ID 51 will be deleted
including any datasets inside only that project and any images that are contained within deleted datasets only. Note that
any linked file, tag or term annotations will not be deleted.

Deleting multiple objects

Multiple objects can be specified with each type being followed by an ID or a comma-separated list of IDs. The order
of objects or IDs is not significant, thus all three calls below are identical in deleting project 51 and datasets 53 and 54.

$ omero delete Project:51 Dataset:53,54
$ omero delete Dataset:54,53 Project:51
$ omero delete Dataset:53 Project:51 Dataset:54

To delete a number of objects with sequentially numbered IDs a hyphen can be used to specify an ID range. This form
can also be mixed with comma-separated IDs.

$ omero delete Project:51 Dataset:53-56 --force
$ omero delete Dataset:53-56,65,101-105,201,202 --force

When deleting multiple objects in a single command, if one object cannot be deleted then the whole command will fail
and none of the specified objects will be deleted.

The omero delete --dry-run option can be useful as a check before trying to delete large numbers of objects. If
specifying objects with a range, it is best to pass either omero delete --dry-run or omero delete --force.

Note: If no flag is passed, the command will default to omero delete --dry-run and warn that this behavior is
deprecated. Future versions will default to omero delete --force.

Deleting lower level objects

To delete objects below a specified top-level object the following form of the object specifier is used.

$ omero delete Project/Dataset/Image:51

Here the all of images under the project 51 would be deleted. It is not necessary to specify intermediate objects in the
hierarchy and so:

$ omero delete Project/Image:51
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would have the same effect as the call above. Links can also be deleted and so:

$ omero delete Project/DatasetImagelink:51 Dataset/DatasetImagelLink:53

would effectively orphan all images under project 51 and dataset 53 that are not also under other datasets.

Including and excluding objects

--include
Include linked objects that would not ordinarily be deleted:

$ omero delete Image:51 --include FileAnnotation,TagAnnotation,TermAnnotation

As mentioned above these three annotation types are not deleted by default and so this call overrides that default
by including any of the three annotation types in the delete:

$ omero delete Image:51 --include Annotation

This call would also delete any annotation objects linked to the image.

--exclude
Exclude linked objects that would ordinarily be deleted:

$ omero delete Project:51 --exclude Dataset

This will delete project 51 but not any datasets contained in that project.

The two options can be used together:

$ omero delete Project/Dataset:53 --exclude Image --include FileAnnotation

This will delete any datasets under project 53, that are not otherwise contained elsewhere, excluding any images in
those datasets but including any file annotations linked to the deleted datasets. In this case the images that are not
otherwise contained in datasets will be orphaned.

For an example on deleting tags directly see Delete tags.

Further options

--ordered
Delete the objects in the order specified.

Normally all of the specified objects are grouped into a single delete command. However, each object can be
deleted separately and in the order given. Thus:

$ omero delete Dataset:53 Project:51 Dataset:54 --ordered

would be equivalent to making three separate calls:

§ omero delete Dataset:53
$ omero delete Project:51
§$ omero delete Dataset:54
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--report

Provide a detailed report of what is deleted:

$ omero delete Project:502 --report

omero.cmd.Delete2 Project 502... ok

Steps: 3
Elapsed time: 0.597 secs.
Flags: []

Deleted objects
Dataset:603
DatasetImageLink:303
Project:503
ProjectDatasetLink:353
Channel: 203

Image:503
LogicalChannel: 203
OriginalFile:460,459
Pixels:253

Fileset:203
FilesetEntry:253
FilesetJobLink:264,265,262,263,261
IndexingJob:315
JobOriginalFileLink:303
MetadataImport]ob:312
PixelDataJob:313
ThumbnailGenerationJob:314
UploadJob:311

StatsInfo:72

--dry-run
Run the command and report success or failure but do not delete the objects. This can be combined with the
omero delete --report toprovide adetailed confirmation of what would be deleted before running the delete
itself.

--force

Delete multiple objects in a single command. Both comma-separated lists and ranges of IDs using a hyphen will
work:

$ omero delete Project:51 Dataset:53-56,65,101-105 --force

The command will fail and no objects will be deleted if any of the specified objects cannot be deleted.

Moving objects between groups

Warning: Data does not need to be assigned to a group where the data owner is a member, and administrators may
wish to change the ownership of data or move it between groups in several steps of a larger workflow. However, it
is generally expected that data should end up in a group where the data owner is a member, so that they can view
their data in the OMERO clients.
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Who may move data

* a full administrator
* arestricted administrator with Chgrp privilege

* the owner of the data if they are a member of the target group

How to move data

* CLI: See below
* OMERO.web and OMERO.insight

The omero chgrp command moves objects between groups. Further help is available using the -h option:

$ omero chgrp -h

This command will move entire graphs of objects based on the IDs of the topmost objects. The command can be
modified to include the movement of objects that would, by default, be excluded or exclude objects that would, by
default, be included using the omero chgrp --include and omero chgrp --exclude options.

It is also possible to move objects lower in the hierarchy by specifying the type and ID of a topmost object and the type
of the lower object. For instance, moving all of the images under a given project.

By default the command confirms the movement of the target objects but it can also provide a detailed report of all the
moved objects via an omero chgrp --report option. An omero chgrp --dry-run option can be used to report
on what objects would be moved without actually moving them.

Examples

Basic move

omero chgrp 5 OriginalFile:101

omero chgrp Group:5 Project:51

omero chgrp ExperimenterGroup:5 Project:51
omero chgrp lab_group Project:51

P A A A

In the first line, the original file with ID 101 will be moved to the group with ID 5. In the second and third, project
51 will be moved to group 5 including any datasets inside only that project and any images that are contained within
moved datasets only. If group 5 is named ‘lab_group’ then the last line will have the same effect as the previous two.
Note that any linked annotations will also be moved.

Moving multiple objects

Multiple objects can be specified with each type being followed by an ID or a comma-separated list of IDs. The order
of objects or IDs is not significant, thus all three calls below are identical in moving project 51 and datasets 53 and 54
to group 5.

$ omero chgrp 5 Project:51 Dataset:53,54
$ omero chgrp 5 Dataset:54,53 Project:51
$ omero chgrp 5 Dataset:53 Project:51 Dataset:54
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To move a number of objects with sequentially numbered IDs a hyphen can be used to specify an ID range. This form
can also be mixed with comma-separated IDs.

$ omero chgrp 5 Project:51 Dataset:53-56
$ omero chgrp 5 Dataset:53-56,65,101-105,201,202

Note: When moving multiple objects in a single command, if one object cannot be moved then the whole command
will fail and none of the specified objects will be moved. The omero chgrp --dry-run option can be useful as a
check before trying to move large numbers of objects.

Moving lower level objects

To move objects below a specified top-level object the following form of the object specifier is used.

$ omero chgrp 5 Project/Dataset/Image:51

Here the all of images under the project 51 would be moved. It is not necessary to specify intermediate objects in the
hierarchy and so:

$ omero chgrp 5 Project/Image:51

would have the same effect as the call above.

Including and excluding objects

--include

Linked objects that would not ordinarily be moved can be included in the move using the --include option:

$ omero chgrp 5 Image:51 --include Annotation

This call would move any annotation objects linked to the image.

--exclude

Linked objects that would ordinarily be moved can be excluded from the move using the --exclude option:

$ omero chgrp 5 Project:51 --exclude Dataset

This will move project 51 but not any datasets contained in that project.

The two options can be used together:

$ omero chgrp 5 Project/Dataset:53 --exclude Image --include FileAnnotation

This will move any datasets under project 53, that are not otherwise contained elsewhere, excluding any images in those
datasets but including any file annotations linked to the moved datasets. In this case the images that are not otherwise
contained in datasets will be orphaned.
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Further options

--ordered

Move the objects in the order specified.

Normally all of the specified objects are grouped into a single move command. However, each object can be
moved separately and in the order given. Thus:

$ omero chgrp 5 Dataset:53 Project:51 Dataset:54 --ordered

would be equivalent to making three separate calls:

$ omero chgrp 5 Dataset:53
$ omero chgrp 5 Project:51
$ omero chgrp 5 Dataset:54

--report

Provide a detailed report of what is moved:

$ omero chgrp 5 Project:502 --report

--dry-run

Run the command and report success or failure but does not move the objects. This can be combined with the
omero chgrp --report to provide a detailed confirmation of what would be moved before running the move
itself.

Changing ownership of objects

Warning: Data does not need to be assigned to a group where the data owner is a member, and administrators may
wish to change the ownership of data or move it between groups in several steps of a larger workflow. However, it
is generally expected that data should end up in a group where the data owner is a member, so that they can view
their data in the OMERO clients.

Who may change ownership of data

* a full administrator
* arestricted administrator with Chown privilege

 an owner of the group that the data is in if the target user is a member of the group

How to change ownership of data

The omero chown command transfers objects to the ownership of a different user. Further help is available using the
-h option:

$ omero chown -h

The omero chown command can transfer entire graphs of objects based on the IDs of the topmost objects. The com-
mand can be modified to include the transfer of objects that would, by default, be excluded or exclude objects that
would, by default, be included using the omero chown --include and omero chown --exclude options.
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It is also possible to transfer objects lower in the hierarchy by specifying the type and ID of a topmost object and the
type of the lower object. For instance, transferring all of the images under a given project.

All the data of a given user can be transferred using the omero chown command. This is useful when somebody leaves
a lab to move on to another project or institution and their previous work is to be curated or continued by a colleague.
This feature has to be considered as advanced and might be slow and demanding of CPU resources in cases of complex
data.

By default the command confirms the transfer of the target objects but it can also provide a detailed report of all the
transferred objects via an omero chown --report option. An omero chown --dry-run option can be used to
report on which objects’ ownership would change without actually transfering them.

Examples

Basic transfer of ownership

$ omero chown 5 OriginalFile:101

$ omero chown User:5 Project:51

$ omero chown Experimenter:5 Project:51
$ omero chown jane Project:51

In the first line, the ownership of original file with ID 101 will be transferred to the user with ID 5. In the second and
third, the ownership of project 51 will be transferred including any datasets inside only that project and any images that
are contained within transferred datasets only, as long as all the mentioned objects (project, datasets and images) are
originally owned by one user. If user 5 is named ‘jane’ then the last line will have the same effect as the previous two.
Note that any linked annotations will be transferred depending on the permission level of the group in which the data
and users are in.

Transferring multiple objects

Multiple objects can be specified with each type being followed by an ID or a comma-separated list of IDs. The order
of objects or IDs is not significant, thus all three calls below are identical in transferring ownership of project 51 and
datasets 53 and 54 to user 5.

$ omero chown 5 Project:51 Dataset:53,54
$ omero chown 5 Dataset:54,53 Project:51
$ omero chown 5 Dataset:53 Project:51 Dataset:54

To transfer a number of objects with sequentially numbered IDs a hyphen can be used to specify an ID range. This
form can also be mixed with comma-separated IDs.

$ omero chown 5 Project:51 Dataset:53-56
$ omero chown 5 Dataset:53-56,65,101-105,201,202

Note: When transferring multiple objects in a single command, if one object cannot be transferred then the whole
command will fail and none of the specified objects will be transferred. The omero chown --dry-run option can be
useful as a check before trying to move large numbers of objects.
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Transferring lower level objects

To transfer objects below a specified top-level object the following form of the object specifier is used.

$ omero chown 5 Project/Dataset/Image:51

Here the all of images under the project 51 would be transferred. It is not necessary to specify intermediate objects in
the hierarchy and so:

$ omero chown 5 Project/Image:51

would have the same effect as the call above.

Transferring all objects belonging to specified users

Note that this feature is advanced and might be potentially slow. To transfer ownership of all objects belonging to a
user or group of users the following form of the user specifier is used.

$ omero chown 10 Experimenter:1,3,7

Here ownership of all the objects belonging to users 1, 3 and 7 would be transferred to user 10.

Including and excluding objects

--include

Linked objects that would not ordinarily be transferred can be included in the transfer using the —include option:

$ omero chown 5 Image:51 --include Annotation

This call would move any annotation objects linked to the image.

--exclude

Linked objects that would ordinarily be transferred can be excluded from the transfer using the —exclude option:

$ omero chown 5 Project:51 --exclude Dataset

This will transfer project 51 but not any datasets contained in that project.

The two options can be used together:

$ omero chown 5 Project/Dataset:53 --exclude Image --include FileAnnotation

This will transfer any datasets under project 53, that are not otherwise contained elsewhere, excluding any images in
those datasets but including any file annotations linked to the moved datasets. In this case the images that are not
otherwise contained in datasets will be orphaned.
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Further options

--ordered

Move the objects in the order specified.

Normally all of the specified objects are grouped into a single transfer command. However, each object can be
transferred separately and in the order given. Thus:

$ omero chown 5 Dataset:53 Project:51 Dataset:54 --ordered

would be equivalent to making three separate calls:

$ omero chown 5 Dataset:53
$ omero chown 5 Project:51
$ omero chown 5 Dataset:54

--report

Provide a detailed report of what is transferred:

$ omero chown 5 Project:502 --report

--dry-run
Run the command and report success or failure but does not transfer the objects. This can be combined with the

omero chown --report to provide a detailed confirmation of what would be transferred before running the
move itself.

Note that changing ownership requires elevated privileges and can only be carried out by full administrators, restricted
administrators with the correct privileges, or group owners.

See also:

OMERQO.cli as an OMERO admin tool System administrator documentation for the Command Line Interface. This
includes guidance for managing groups and users which can be done by restricted administrators with the
correct privileges.

Command Line Interface as an OMERQO development tool Developer documentation for the Command Line Inter-
face

1.3 Additional resources

OMERO for scientists introduces OMERO for new users, while the feature pages provide an overview of the
platform features by type, including community developed apps and integrations which could help OMERO
meet your research needs more fully.

You can try out OMERO without committing to installing your own server by applying for an account on our
demo server.

Workflow-based user assistance guides are provided on our help website.

The OME YouTube channel features tutorials and presentations.

As OMERQO is an open source project with developers and users in many countries, connecting to the community
can provide you with a wealth of experience to draw on for help and advice.

Additional OMERO apps add functionality to the OMERO.web or Command-Line clients.
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1.3.1 Community support

The Open Microscopy Environment provides a number of resources for both our user and developer communities to
assist in use and development of our software. Contributions through our mailing lists and forums are always welcome.

Web

The Open Microscopy Environment website is at https://www.openmicroscopy.org. Bio-Formats can be found at https:
/Iwww.openmicroscopy.org/bio-formats.

Forums

The primary support channel is the forum. The legacy OME forum and the list archives for ome-devel and ome-users
contain historical support topics and remain available as read-only.

1.3.2 What’s new for OMERO 5.6 for users

Updates and new features for OMERO 5.6 include:
* Decoupled OMERO.py and OMERO.web to allow more frequent releases.
* Filter Images by Map Annotations in OMERO.web.

See the User help website for information on how to incorporate these new features into your current workflows.

1.3.3 CHANGELOGS

1.3.4 Links to decoupled repositories

Starting from OMERO 5.5, the following repositories have been decoupled.

omero-build:

e omero-gateway-java CHANGELOG.md
e omero-blitz CHANGELOG.md

* omero-server CHANGELOG.md

* omero-renderer CHANGELOG.md

e omero-romio CHANGELOG.md

e omero-common CHANGELOG.md

* omero-model CHANGELOG.md
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omero clients:

e omero-matlab CHANGELOG.md
¢ omero-insight CHANGELOG.md
* omero-py CHANGELOG.md

* omero-web CHANGELOG.md

1.3.5 OMERO version history

5.6.4 (April 2022)
This release improves and expands integration testing to handle Django 3.2.x. It also removes obsolete code. More
importantly, it has been tested with:

e omero-blitz 5.5.10

* omero-gateway-java 5.6.9

e omero-py 5.11.1

e omero-web 5.14.0

e omero-dropbox 5.6.2

e omero-scripts 5.6.2

Note: This upgrade will invalidate the Bio-Formats Memoizer cache. Please see the upgrade guide for further infor-
mation.

5.6.3 (October 2020)
This release improves and expands integration testing and removes obsolete code. More importantly, it has been tested
with:

e omero-blitz 5.5.8

* omero-gateway-java 5.6.5

* omero-py 5.8.1

e omero-web 5.8.1

e omero-dropbox 5.6.2

5.6.2 (July 2020)
This release adds installation documentation for server and web on CentOS 8 and Ubuntu 20.04. We have dropped
support for Ubuntu 16.04 and removed the corresponding installation instructions.
This version has been tested with:
e omero-blitz 5.5.7
* omero-gateway-java 5.6.4
e omero-py 5.7.1

e omero-web 5.7.0
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* omero-dropbox 5.6.2

Note: This upgrade will invalidate the Bio-Formats Memoizer cache. Please see the upgrade guide for further infor-
mation.

5.6.1 (March 2020)

Security release focused on fixing vulnerabilities 2019-SV 1 through 2019-SV6. This version has been tested with:
* omero-blitz 5.5.6
* omero-gateway-java 5.6.3
* omero-py 5.6.2
* omero-web 5.6.3
* omero-dropbox 5.6.1

Note: This upgrade will invalidate the Bio-Formats Memoizer cache. Please see the upgrade guide for further infor-
mation.

5.6.0 (January 2020)
First release of OMERO with support for Python 3. All Python code has been removed from the distributed ZIP file
and will need to be installed from PyPI. This version has been tested with:

* omero-blitz 5.5.5

* omero-gateway-java 5.6.2

e omero-py 5.6.0

e omero-web 5.6.1

e omero-dropbox 5.6.1

5.5.1 (July 2019)

Bug fix release focusing on installation issues that were seen with 5.5.0 as well as an upgrade of Bio-Formats to 6.1.1.

¢ web:

Allow the customization of the web logo

Allow overriding server configuration

Dynamically look up client download links

Fix description in new Project, Dataset etc.

Fix layout of the user account form

* Java gateway:

New methods added to allow change group of objects

New methods added to load objects (datasets, etc.) by name

New methods added to get original and repository paths of images

Minor fixes in createDataset and getPixelSize methods

* import:
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— Add import target support for creating Projects
* scripts:
— Enable annotating Projects and Datasets with the Populate Metadata script

¢ server:

Fix SSL cipher issue to allow Insight to be used from Fedora 30

Fix issue with loading Hibernate’s DTD when offline
— Properly close OMERO.tables which kept sessions alive

Note: Due to the stricter closing of OMERO.tables, it may be necessary to update plugins like omero-metadata which
previously were leaking files.

5.5.0 (June 2019)

This version does not require a database upgrade.
For more information about the aim of the 5.5 series and future plan, please read our blog post.

This release focuses on dropping support for Java 7, Python 2.6 and Ice 3.5, adding support for Java 11 and PostgreSQL
10, and on decoupling the Java components to new, separate repositories, each with a new Gradle build system:

* https://github.com/ome/omero-dsl-plugin
e https://github.com/ome/omero-model
* https://github.com/ome/omero-common
* https://github.com/ome/omero-romio
* https://github.com/ome/omero-renderer
* https://github.com/ome/omero-server
* https://github.com/ome/omero-blitz
* https://github.com/ome/omero-gateway-java
* https://github.com/ome/omero-blitz-plugin
* https://github.com/ome/omero-insight
* https://github.com/ome/omero-matlab
* https://github.com/ome/omero-javapackager-plugin
* https://github.com/ome/omero-api-plugin
This has the goal of enabling more fine-grained releases.

A new restriction is that the names of server configuration properties may include only letters, numbers and the symbols
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New plugins like omero-artifact-plugin allow reducing the boilerplate code in the build scripts of the decoupled repos-
itories. Though initially disruptive, we hope this modernization and modularization will ease participation in the
development of OMERO.

